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Recall



Front End
What we did last week

• Add App Icon


• Create Sign-In Page


• Create Sign-Up Page


• Request Device 
Permission


• Improve UI







Back End
What we did last week

• Launch Test Server


• Account API & DB


• Sign-In


• Sign-Up


• Existence of Account



Account 
API &  DB
/account/signup
/account/signin
/account/exists



Frontend



Front End
What Our Team Have Done

• Auto login


• Chat history tab


• Settings tab


• Improve UI



Auto login

• Flutter secure storage


• Encrypts data


• Very simple


• Adding a loading screen


• Check your login information



Chat history tab

• Show a record of a conversation 
with friends


• Use the ListView


• Last conversation history


• Number of unread messages


• etc.



Setting tab

• Various functional controls


• Personal profile 
settings


• Logout function


• More to come





UI Improvements

• Continue to develop


• Friend tab


• Friend profile


• Bottom sheet


• Navigation bar


• Chat bubble





Backend



Back End
What Our Team Have Done

• HTTPS


• JSON Web Token


• socket.io changes..


• Session


• Rooms


• More events


• Admin Page

http://socket.io


HTTPS & SSL/TLS



개인정보 보호법 시행령 

제30조(개인정보의 안전성 확보 조치) 

① 개인정보처리자는 법 제29조에 따라 다음 각 호의 안전성 확보 조치를 하여야 한다. 

3. 개인정보를 안전하게 저장ㆍ전송할 수 있는 암호화 기술의 적용 또는 이에 상응하는 조치 



https://www.lesstif.com/ws/ssl-tls-https-43843962.html

HTTP FTP NNTP XMPP

HandShake HandShake HandShake

Record

TCP/IP

Application Layer

SSL / TLS

Transport Layer

Handshake Layer

Record Layer



Let’s Encrypt

• Certificate Authority (CA)


• Auto renew (every 90 
days) via certbot

• *.parkjb.com wildcard 
subdomain support


• Free!



Qualys SSL Labs A+ Rated



Qualys SSL Labs A+ Rated
ssllabs.com



JSON WEB TOKEN



Are you the real “testtest” user?

Authentication



Is this operation (read, write, send message etc.) permitted to “testtest” user?

Authorization





Header Payload

Signature



256bit SECRET KEY



JWT
Header

• alg: signature or 
encryption algorithm


• typ: type of token



JWT
Payload

• Any payloads needed (ex. User 
info)


• sub: whom the token refers to


• iat: Issued at


• exp: expired at


• iss: Issuer (who created and signed)


• And more… (ex. aud, nbf, jtl)



JWT
Signature

• HMACSHA256(

<header>.<payload>,

<secret key>

)



socket.io





socket.io admin page

http://socket.io


Questions are welcome

Thank You


